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his li or i  St t D t  ri c  r t “D ”  is t r  i to   t  th   

h r i t r r rr  to s “ ”    
h r i t r r rr  to s “ ro i r”  o     h  rti s r  to 

th  t r s s st t  h r i  

RECITALS 

WHEREAS, th  ro i r h s r  to ro i  th  oc l c tio  c  “ ”  ith c rt i  
i it l c tio l s r ic s “S r ic s”  rs t to  co tr ct t        
“S r ic  r t”   

WHEREAS, i  or r to ro i  th  S r ic s scri  i  th  S r ic  r t  th  ro i r 
 r c i  or cr t ,  th    ro i  oc ts or t  th t r  co r   

s r l r l st t t s  o  th  th  il  c tio l i hts  ri c  ct 
“ ”  t  S     rt  hil r ’s li  ri c  rot ctio  
ct “ ”   S   rot ctio  o  il i hts t “ ”   S  

h   

WHEREAS, th  oc ts  t  tr s rr  ro  s  cr t   th  ro i r’s S r ic s r  
lso s ct to li or i  st t  st t ri c  l s  i cl i    o  t li or i  

c tio  o  S ctio    th  St t li  rso l or tio  rot ctio  ct 
“S ”  o  t li or i  si ss  ro ssio s o  s ctio    

WHEREAS  or th  r os s o  this D  ro i r is  school o ici l ith l iti t  c tio l 
i t r sts i  cc ssi  c tio l r cor s rs t to th  S r ic  r t    

WHEREAS  th  rti s ish to t r i to this D  to s r  th t th  S r ic  r t co or s 
to th  r ir ts o  th  ri c  l s r rr  to o   to st lish i l ti  roc r s 

 ti s   

WHEREAS  th  ro i r   si i  th  “ r l r o  ri c  r s” hi it “ ”  r  to 
llo  oth r s i  li or i  th  o ort it  to cc t  o  th  its o  this D  or 

th  S r ic s scri  h r i  itho t th   to oti t  t r s i   s r t  D  

NOW THEREFORE, or oo   l l  co si r tio  th  rti s r  s ollo s  

1. Purpose of DPA  h  r os  o  this D  is to scri  th  ti s  r s o si iliti s to
pr te t st e t t  tr sm tte  t  Pr er r m E  p rs t t  t e Ser e reeme t, 
i cl i  co li c  ith ll lic l  st t t s  i cl i  th     
S     oth r lic l  li or i  St t  l s  ll s    ro  ti  
to ti   r or i  th s  s r ic s  th  ro i r sh ll  co si r   School ici l ith 
 l iti t  c tio l i t r st   r or i  s r ic s oth r is  ro i   th   
ith r s ct to th  s   i t c  o  St t D t  ro i r sh ll  r th  ir ct 

co trol  s r isio  o  th  
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2. Nature of Services Provided  h  ro i r h s r  to ro i  th  ollo i  i it l
c tio l ro cts  s r ic s scri  lo   s   rth r o tli  i  hi it 

h r to

3. Student Data to Be Provided  h  rti s sh ll i ic t  th  c t ori s o  st t t  to 
ro i  i  th  Sch l  o  D t  tt ch  h r to s hi it 

4. DPA Definitions  h  i itio  o  t r s s  i  this D  is o  i  hi it   th  t
o   co lict  i itio s s  i  this D  sh ll r il o r t r  s  i  th  S r ic  r t

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA  ll St t D t  tr s itt  to th  ro i r rs t to th
S r ic  r t is  ill co ti  to  th  ro rt  o   r th  co trol o  th  

h  ro i r rth r c o l s  r s th t ll co i s o  s ch St t D t  tr s itt  to
th  ro i r  i cl i   o i ic tio s or itio s or  ortio  th r o  ro   so rc
r  s ct to th  ro isio s o  this r t i  th  s  r s th  ori i l St t D t
h  rti s r  th t s t  th ,   ll ri hts  i cl i  ll i t ll ct l ro rt  ri hts i  

to St t D t  co t l t  r th  S r ic  r t sh ll r i  th  cl si  ro rt  o
th    or th  r os s o   th  ro i r sh ll  co si r   School ici l  r
th  co trol  ir ctio  o  th  s s it rt i s to th  s  o  St t D t  ot ithst i
th  o  ro i r  tr s r il r t  co t t to  s r t  cco t  ccor i  to th
roc r s s t orth lo

2. Parent Access   sh ll st lish r so l  roc r s  hich  r t  l l r i  or
li i l  st t  r i  St t D t  i  th  il s r cor s  corr ct rro o s i or tio

 roc r s or th  tr s r o  il r t d  co t t to  rso l cco t  co sist t ith
th  ctio lit  o  s r ic s  ro i r sh ll r s o  i   ti l  r  o l t r th  

s ro  th  t  o  th  r st  to th  s r st or St t D t  i   il s r cor s h l
 th  ro i r to i  or corr ct s c ss r   th  t th t  r t o   il or oth r

i i i l co t cts th  ro i r to r i   o  th  St t D t  cc ss  rs t to th
S r ic s  th  ro i r sh ll r r th  r t or i i i l to th   ho ill ollo  th

c ss r   ro r roc r s r r i  th  r st  i or tio

3. Separate Account   il r t  co t t is stor  or i t i   th  ro i r s rt o
th  S r ic s scri  i  hi it  ro i r sh ll  t th  r st o  th   tr s r s i

il r t  co t t to  s r t  st t cco t o  t r i tio  o  th  S r ic
r t  ro i  ho r  s ch tr s r sh ll o l  l  to il r t  co t t th t is

s r l  ro  th  S r ic

4. Third Party Request  Sho l   hir  rt  i cl i  l  orc t  o r t
titi s  co t ct ro i r ith  r st or t  h l   th  ro i r rs t to th  S r ic s

th  ro i r sh ll r ir ct th  hir  rt  to r st th  t  ir ctl  ro  th   ro i r
sh ll oti  th   i  c  o   co ll  isclos r  to  hir  rt

Afterschool mobile attendance tracking, early release, & reporting.



 

5. Subprocessors  ro i r sh ll t r i to ritt  r ts ith ll S roc ssors r or i
ctio s rs t to th  S r ic  r t  h r  th  S roc ssors r  to rot ct

St t D t  i  r co sist t ith th  t r s o  this D

ARTICLE III: DUTIES OF LEA 

1. Privacy Compliance   sh ll ro i  t  or th  r os s o  th  S r ic  r t
i  co li c  ith    S     ll oth r li or i
ri c  st t t s

2. Annual Notification of Rights   th   h s  olic  o  isclosi  c tio  r cor s r
        sh ll i cl   s ci ic tio  o  crit ri  or t r i i

ho co stit t s  school o ici l  h t co stit t s  l iti t  c tio l i t r st i  its
l oti ic tio  o  ri hts

3. Reasonable Precautions   sh ll t  r so l  r c tio s to s c r  s r s
ss or s    oth r s o  i i  cc ss to th  s r ic s  host  t

4. Unauthorized Access Notification   sh ll oti  ro i r ro tl  o   o  or
s s ct  thori  cc ss   ill ssist ro i r i   orts  ro i r to i sti t

 r s o  to  thori  cc ss

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance  h  ro i r sh ll co l  ith ll lic l  st t   r l l s 
r l tio s rt i i  to t  ri c   s c rit  i cl i     S

   ll oth r li or i  ri c  st t t s

2. Authorized Use  h  t  sh r  rs t to th  S r ic  r t  i cl i  rsist t i
i ti i rs  sh ll  s  or o r os  oth r th  th  S r ic s st t  i  th  S r ic  r t

/or oth r is  thori  r th  st t t s r rr  to i  s s ctio   o  ro i r lso
c o l s  r s th t it sh ll ot   r isclos r  o   St t D t  or 
ortio  th r o  i cl i  itho t li it tio  t  t  s r co t t or oth r o lic

i or tio  /or rso ll  i ti i l  i or tio  co t i  i  th  St t D t  itho t th
r ss ritt  co s t o  th  

3. Employee Obligation  ro i r sh ll r ir  ll lo s  ts ho h  cc ss to
St t D t  to co l  ith ll lic l  ro isio s o  this D  ith r s ct to th  t  sh r

r th  S r ic  r t

4. No Disclosure  D i ti i  i or tio    s   th  ro i r or th  r os s o
lo t  r s rch   i ro t o  c tio l sit s  s r ic s  or lic tio s  s 

oth r r o  th  lic or rt  o l   l  to s  i ti i  t  rs t to  
 ro i r r s ot to tt t to r i ti  i ti i  St t D t   ot to

tr s r i ti i  St t D t  to  rt  l ss  th t rt  r s i  riti  ot to



 

tt t r i ti ic tio    rior ritt  otic  h s  i  to  ho h s ro i  
rior ritt  co s t or s ch tr s r  ro i r sh ll ot co  r ro c  or tr s it  t  

o t i  r th  S r ic  r t /or  ortio  th r o  c t s c ss r  to l ill 
th  S r ic  r t   

5. Disposition of Data  o  ritt  r st  i  ccor c  ith th  lic l  t r s i
s s ctio   or  lo  ro i r sh ll is os  or l t  ll St t D t  o t i  r th
S r ic  r t h  it is o lo r  or th  r os  or hich it s o t i
Dis ositio  sh ll i cl   th  shr i  o   h r  co i s o   St t D t   r si
or  th r is  o i i  th  rso l i or tio  i  thos  r cor s to  it r l  or
i ci h r l   h  or i it l s  othi  i  th  S r ic  r t thori s

ro i r to i t i  St t D t  o t i  r th  S r ic  r t o  th  ti  rio
r so l   to co l t  th  is ositio  ro i r sh ll ro i  ritt  oti ic tio  to

 h  th  St t D t  h s  is os  h  t  to is os  o  St t D t  sh ll ot
t  to t  th t h s  i ti i  or l c  i   s r t  St t cco t  rs t to th

oth r t r s o  th  D  h    lo   st or t r  or D l tio  o  St t
D t  or   co  o  hich is tt ch  h r to s hi it D  o  r c i t o   r st ro
th   th  ro i r ill i i t l  ro i  th   ith  s ci i  ortio  o  th
St t D t  ithi  t   c l r s o  r c i t o  s i  r st

a. Partial Disposal During Term of Service Agreement. hro ho t th  r  o  th
S r ic  r t    r st rti l is os l o  St t D t  o t i  r
th  S r ic  r t th t is o lo r  rti l is os l o  t  sh ll 
s ct to s r st to tr s r t  to  s r t  cco t  rs t to rticl  
s ctio   o

b. Complete Disposal Upon Termination of Service Agreement. o  r i tio  o
th  S r ic  r t ro i r sh ll is os  or l t  ll St t D t  o t i

r th  S r ic  r t  rior to is ositio  o  th  t  ro i r sh ll oti
 i  riti  o  its o tio  to tr s r t  to  s r t  cco t  rs t to rticl

 s ctio   o   o t sh ll ro i r is os  o  t  rs t to this
ro isio  l ss  til ro i r h s r c i  ir ti  ritt  co ir tio
ro   th t t  ill ot  tr s rr  to  s r t  cco t

6. Advertising Prohibition  ro i r is rohi it  ro  si  or s lli  St t D t  to  r t
or rtis  to st ts or ili s/ r i s   i or  i l c  or l  r ti

rtisi  or oth r co rci l orts   ro i r  c  lo   ro il  o   st t  il
r/ r i  or ro  or  co rci l r os  oth r th  ro i i  th  S r ic  to

 or  s  th  St t D t  or th  lo t o  co rci l ro cts or s r ic s  oth r
th  s c ss r  to ro i  th  S r ic  to  his s ctio  o s ot rohi it ro i r ro
si  St t D t  or ti  l r i  or c sto i  st t l r i  r os s

ARTICLE V: DATA PROVISIONS 

1. Data Security  h  ro i r r s to i    i t i  t  t  s c rit  s r s
co sist t ith i str  st r s  t ch olo  st r ctic s  to rot ct St t D t  ro

thori  isclos r  or c isitio    thori  rso  h  r l s c rit  ti s o



 

ro i r r  s t orth lo  ro i r  rth r t il its s c rit  ro r s  s r s i  
hi it  h r to  h s  s r s sh ll i cl  t r  ot li it  to  

Passwords and Employee Access  ro i r sh ll s c r  s r s  ss or s  
 oth r s o  i i  cc ss to th  S r ic s or to St t D t  t  l l

s st   th  lic l  st r s  s s t orth i  rticl   o  S  
ro i r sh ll o l  ro i  cc ss to St t D t  to lo s or co tr ctors th t
r  r or i  th  S r ic s  lo s ith cc ss to St t D t  sh ll h

si  co i ti lit  r ts r r i  s i  St t D t  ll lo s ith
cc ss to St t cor s sh ll  s ct to cri i l c ro  ch c s i

co li c  ith st t   loc l or i c s

Destruction of Data  ro i r sh ll stro  or l t  ll St t D t  o t i
r th  S r ic  r t h  it is o lo r  or th  r os  or hich

it s o t i , or tr s r s i  t  to  or s si  ccor i  to th
roc r  i ti i  i  rticl   s ctio   o  othi  i  th  S r ic

r t thori s ro i r to i t i  St t D t  o  th  ti  rio
r so l   to co l t  th  is ositio

Security Protocols  oth rti s r  to i t i  s c rit  rotocols th t t
i str  st r s i  th  tr s r or tr s issio  o   t  i cl i  s ri  th t

t   o l   i  or cc ss   rti s l ll  llo  to o so  ro i r
sh ll i t i  ll t  o t i  or r t  rs t to th  S r ic  r t i  
s c r  i it l iro t  ot co  r ro c  or tr s it t  o t i

rs t to th  S r ic  r t  c t s c ss r  to l ill th  r os  o  t
r sts  

Employee Training  h  ro i r sh ll ro i  rio ic s c rit  tr i i  to thos
o  its lo s ho o r t  or h  cc ss to th  s st  rth r  ro i r sh ll
ro i   ith co t ct i or tio  o   lo  ho   co t ct i

th r  r   s c rit  co c r s or stio s

Security Technology  h  th  s r ic  is cc ss  si   s ort   ro s r
ro i r sh ll lo  i str  st r  s r s to rot ct t  ro  thori
cc ss  h  s r ic  s c rit  s r s sh ll i cl  s r r th tic tio   t
cr tio  ro i r sh ll host t  rs t to th  S r ic  r t i  
iro t si   ir ll th t is t  ccor i  to i str  st r s

Security Coordinator   i r t ro  th  si t  r r s t ti  i ti i  i
rticl   s ctio   ro i r sh ll ro i  th    co t ct i or tio  o
ro i r s S c rit  oor i tor or th  St t D t  r c i  rs t to th

S r ic  r t

Subprocessors Bound  ro i r sh ll t r i to ritt  r ts h r
S roc ssors r  to s c r   rot ct St t D t  i   r co sist t ith
th  t r s o  this rticl   ro i r sh ll rio ic ll  co ct or r i  co li c



 

o itori   ss ss ts o  S roc ssors to t r i  th ir co li c  ith 
this rticl   

h. Periodic Risk Assessment  ro i r rth r c o l s  r s to co ct
i it l  h sic l rio ic o l ss th  s i l  ris  ss ss ts 

r i t   i ti i  s c rit   ri c  l r iliti s i   ti l  r

Data Breach   th  t th t St t D t  is cc ss  or o t i    thori
i i i l  ro i r sh ll ro i  oti ic tio  to  ithi   r so l  o t o  ti  o  th
i ci t   ot c i  ort i ht  ho rs  ro i r sh ll ollo  th  ollo i  roc ss

h  s c rit  r ch oti ic tio  sh ll  ritt  i  l i  l  sh ll  titl
otic  o  D t  r ch   sh ll r s t th  i or tio  scri  h r i  r

th  ollo i  h i s  h t  h t or tio  s ol
h t  r  Doi  h t o   Do   or or  or tio
itio l i or tio    ro i  s  s l t to th  otic

h  s c rit  r ch oti ic tio  scri  o  i  s ctio   sh ll i cl  t 
i i  th  ollo i  i or tio

h    co t ct i or tio  o  th  r orti   s ct to this s ctio
 list o  th  t s o  rso l i or tio  th t r  or r  r so l  li  to

h   th  s ct o   r ch
 th  i or tio  is ossi l  to t r i  t th  ti  th  otic  is ro i  th
ith r  th  t  o  th  r ch   th  sti t  t  o  th  r ch  or  th
t  r  ithi  hich th  r ch occ rr  h  oti ic tio  sh ll lso i cl

th  t  o  th  otic
h th r th  oti ic tio  s l  s  r s lt o   l  orc t

i sti tio  i  th t i or tio  is ossi l  to t r i  t th  ti  th  otic  is
ro i
 r l scri tio  o  th  r ch i ci t  i  th t i or tio  is ossi l  to
t r i  t th  ti  th  otic  is ro i

t s iscr tio  th  s c rit  r ch oti ic tio   lso i cl   o  th
ollo i

or tio  o t h t th  c  h s o  to rot ct i i i ls hos
i or tio  h s  r ch

ic  o  st s th t th  rso  hos  i or tio  h s  r ch   t  to
rot ct hi s l  or h rs l

ro i r r s to h r  to ll r ir ts i  lic l  St t   i  r l l
ith r s ct to  t  r ch r l t  to th  St t D t  i cl i  h  ro ri t

or r ir  th  r ir  r s o si iliti s  roc r s or oti ic tio  
iti tio  o   s ch t  r ch



 

e. ro i r rth r c o l s  r s to h   ritt  i ci t r s o s  l
th t r l cts st r ctic s  is co sist t ith i str  st r s  r l 
st t  l  or r s o i  to  t  r ch  r ch o  s c rit  ri c  i ci t or

thori  c isitio  or s  o  St t D t  or  ortio  th r o  i cl i
rso ll  i ti i l  i or tio   r s to ro i   o  r st  ith 

co  o  s i  ritt  i ci t r s o s  l

f. ro i r is rohi it  ro  ir ctl  co t cti  r t  l l r i  or li i l
il l ss r ssl  r st      r sts ro i r s ssist c

ro i i  otic  o  thori  cc ss   s ch ssist c  is ot l
r so  to ro i r  ro i r sh ll oti  th  ct  r t  l l r i  or

li i l  il o  th  thori  cc ss  hich sh ll i cl  th  i or tio  list
i  s s ctio s   c  o   r st    ro i r sh ll r i rs

 or costs i c rr  to oti  r ts/ ili s o   r ch ot ori i ti  ro
s s  o  th  S r ic

g.  th  t o   r ch ori i ti  ro  s s  o  th  S r ic  ro i r sh ll
coo r t  ith  to th  t t c ss r  to itio sl  s c r  St t D t

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

ro i r   si i  th  tt ch  or  o  r l r o  ri c  r s r l r  tt ch  
h r to s hi it   o   th  t r s o  this D  to  oth r  ho si s th  cc t c  
o  i  s i  hi it  h  or  is li it   th  t r s  co itio s scri  th r i   

ARTICLE VII: MISCELLANEOUS 

1. Term  h  ro i r sh ll  o   this D  or th  r tio  o  th  S r ic  r t or so
lo  s th  ro i r i t i s  St t D t  

2. Termination   th  t th t ith r rt  s s to t r i t  this D  th   o so 
t l ritt  co s t so lo  s th  S r ic  r t h s l s  or h s  t r i t  

sh ll h  th  ri ht to t r i t  th  D   S r ic  r t i  th  t o   t ri l
r ch o  th  t r s o  this D

3. Effect of Termination Survival   th  S r ic  r t is t r i t  th  ro i r sh ll
stro  ll o  s t  rs t to rticl   s ctio    rticl   s ctio   o

4. Priority of Agreements  his D  sh ll o r  th  tr t t o  st t t  i  or r to co l
ith ri c  rot ctio s  i cl i  thos  o  i    ll lic l  ri c  st t t s

i ti i  i  this D   th  t th r  is co lict t  th  D   th  S r ic
r t  th  D  sh ll l   t  r c c  c t s scri  i  this r r h

h r i  ll oth r ro isio s o  th  S r ic  r t sh ll r i  i  ct

5. Notice  ll otic s or oth r co ic tio  r ir  or r itt  to  i  h r r st 
i  riti   i   rso l li r  or il tr s issio  i  co t ct i or tio  is



 

ro i  or th  s ci ic o  o  li r  or irst cl ss il  ost  r i  s t to th  
si t  r r s t ti s or  

a. Designated Representatives

 h  si t  r r s t ti  or th   or this r t is  

  
itl   

o t ct or tio  
 
 
 

h  si t  r r s t ti  or th  ro i r or this r t is  

  
itl   

o t ct or tio  
 
 
 

b. Notification of Acceptance of General Offer of Terms  o  c tio  o  hi it 
r l r o  r s  S scri i   sh ll ro i  otic  o  s ch cc t c  i  riti

 i   rso l li r  or il tr s issio  i  co t ct i or tio  is ro i  or
th  s ci ic o  o  li r  or irst cl ss il  ost  r i  to th  si t
r r s t ti  lo

h  si t  r r s t ti  or th  otic  o  cc t c  o  th  r l r o  ri c  r s is  

  
itl   

o t ct or tio  
 
 
 

6. Entire Agreement  his D  co stit t s th  tir  r t o  th  rti s r l ti  to th
s ct tt r h r o   s rs s ll rior co ic tio s  r r s t tio s  or r ts
or l or ritt   th  rti s r l ti  th r to  his D      th  o s r c  o

 ro isio  o  this D    i  ith r r ll  or i   rtic l r i st c  

Barbara Schiffner
Executive Director of Information and Educational Technology Services

Barbara.Schiffner@twinriversusd.org
(916) 566-3400

Akash Bansal
CEO

steveb@kinderlime.com
(408) 475-5179

Akash Bansal
CEO

steveb@kinderlime.com
(408) 475-5179



 

ith r r tro cti l  or ros cti l  o l  ith th  si  ritt  co s t o  oth rti s  ith r 
il r  or l  o  th  rt o   rt  i  rcisi   ri ht  o r  or ri il  h r r 

sh ll o r t  s  i r o  s ch ri ht  or sh ll  si l  or rti l rcis  o   s ch ri ht  
o r  or ri il  r cl   rth r rcis  th r o  or th  rcis  o   oth r ri ht  
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Kinderlime is a web-based platform designed to help aftercare programs 
manage their attendance, data, reporting and multiple locations in one 
place. Our mobile application works to provide digital attendance tracking, 
signatures, and early release codes to ensure times are logged accurately. 
Our reporting reflects these records for each location in the form of 
exportable excel files. 

In addition to the afformentioned, we provide CACFP meal tracking and 
two-way parent messaging enabling the school to send out messages to 
parents via email, push notification, and text, and vice versa. 
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Akash Bansal March 2nd, 2020

Student Demographic Data

Twin Rivers Unified School District Kinderlime, Inc., A Division of Procare Software
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TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name:_____________________________ 

Title:______________________________ 

Email Address: __________________________________________________ 

EXHIBIT “E” 

    S 
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S scri i  

March 2nd, 2020
Akash Bansal CEO

steveb@kinderlime.com

Software Consultant
steveb@kinderlime.com

Kinderlime, Inc., A Division of Procare Software

Twin Rivers Unified School 
DistrictMarch 2nd, 2020



 

EXHIBIT “F” DATA SECURITY REQUIREMENTS 

S  DD  D  S  S  

/

Steve Biondi
1.1
Special Precautions for Twin Rivers Data. Kinderlime acknowledges that Twin Rivers Data includes sensitive and personally identifiable information relating to its students, parents, employees and other third parties as such term is understood and/or defined under all applicable Laws ("PII") and shall treat it as such. Without limiting any other provision in this Agreement, Kinderlime shall strictly comply with all applicable current and future Laws relating to data privacy, personal data, and data protection. Kinderlime shall use best efforts to maintain security in the performance of the Services and with regards to any Twin Rivers Data that contains Confidential Information, including PII. Kinderlime shall use best in class encryption technologies for transmitting and storing PII. Kinderlime also agrees to employ best in class network security techniques including firewalls, intrusion detection, and authentication protocols in its provision of the Subscription Services. Kinderlime reserves the right to change or modify these procedures for commercially reasonable purposes, but at al
l times will maintain best in class security in the performance of the Services and with regards to any Twin Rivers Data that contains PII.

1.2
Security Requirements. Kinderlime has and at all times shall maintain an information security program that includes administrative, electronic, technical, physical and other security measures and safeguards reasonably designed, at a minimum, to: (a) ensure the security and confidentiality of all Twin Rivers Confidential Information (specifically including Twin Rivers Data); (b) protect against any unauthorized access to or use of such Twin Rivers Confidential Information; (c) protect against any anticipated threats or hazards to the security or integrity of such Confidential Information; (d) limit access to Twin Rivers
Confidential Information to only Kinderlime personnel who have a reasonable need for such information; (e) instruct all persons who have access to Twin Rivers Confidential Information of the necessity to maintain the confidentiality of the Confidential Information; and (f) ensure the proper, secure and lawful disposal of Twin Rivers Confidential Information within its possession or control. In no event shall Kinderlime use to perform the Services any individual whose background investigation has disclosed an invalid Social Security number, illegal immigration status, or a felony conviction or pending proceedings related to a criminal offense involving dishonesty, breach of trust, money laundering or violence.

1.3
Compliance. Kinderlime shall conduct self-testing as Kinderlime deems necessary and appropriate to ensure Kinderlime’s compliance with applicable Law and
Kinderlime’s obligations under this Agreement. If such self-testing or audit discloses a substantial or material issue or anything which does or may have a material impact on the Subscription Services, the achievement of the service levels or the compliance by Kinderlime or Twin Rivers with applicable Law, Kinderlime shall furnish Twin Rivers with a summary report of such self-test and/or audit, including a detailed description of the steps being taken by Kinderlime to promptly correct or resolve any such issue(s).

1.4
Kinderlime System Monitoring. Kinderlime agrees to regularly test and monitor its systems used to provide the Subscription Services for compromises, and to implement a data breach incident response policy that specifies actions to be taken when Kinderlime detects or becomes aware of such compromise to its information systems. As part of its incident response programs, Kinderlime shall reasonably cooperate with Twin Rivers, its regulators and law enforcement to assist in regaining possession of such Twin Rivers Confidential Information and prevent its further unauthorized use, and take (and document) any necessary remedial actions as may be required to prevent other or further incidents. All information relating to the data breach incident must be retained by Kinderlime until Twin Rivers has consented in writing to its destruction.

1.5
Kinderlime Reporting. In the event that Kinderlime becomes aware of (or reasonably su) that any PII has been compromised in any manner, whether through
monitoring or otherwise, Kinderlime shall immediately notify Twin Rivers in writing and provide all requested information about the event. For purposes
of this obligation, “compromise” should be read most liberally to include, without limitation: (i) any unauthorized access to PII, (ii) any inadvertent disclosure of PII to any third party, (iii) any known or suspected misuse of PII by any person (even if such person was authorized to access the PII), (iv) any suspected use of PII by any person outside of the scope of that person’s authority (even if such use does not result in harm to the individual data subject), and (v) any known or suspected loss, alteration or destruction of PII other than as required (or permitted) by the Subscription Services; any breach, or attempted or suspected breach, of its security related to areas, locations, or computer systems which contain any PII, including (without limitation) any instance of theft, unauthorized access by fraud, deception, or other malfeasance or inadvertent access.




